Week Five
Reading and Video Assignments

We do not have a text book for this course. Instead, here are your assigned weekly readings and videos.

Port Scan 
This week you will learn about different type of port scanning and various tools used for port scanning. 

Objectives and Outcomes 
After completing this week, you will be able: 

· Describe different types of port scans 

· Describe various port-scanning tools

Assigned Reading and Video
1.)   Read Chapter 7 "Capturing Traffic" Page 156-175 in:

https://repo.zenk-security.com/Magazine%20E-book/Penetration%20Testing%20-%20A%20hands-on%20introduction%20to%20Hacking.pdf
2.)   Watch this video on WIFI traffic attacks: Crack Attacks

https://www.youtube.com/watch?v=Oh4WURZoR98&feature=youtu.be
3.)   TCP Connection Termination http://www.tcpipguide.com/free/t_TCPConnectionTermination.htm
4.)   Stealth Port Scanning Methods

https://www.giac.org/paper/gsec/1985/stealth-port-scanning-methods/103446
5.)   NMAP tutorial 

http://nmap.org/bennieston-tutorial/


6.)   NMAP Cheat Sheet

https://hackertarget.com/nmap-cheatsheet-a-quick-reference-guide/
7.)  Dig and Nslookup

https://www.youtube.com/watch?v=CRa8lx0IsDY
8.)   NMAP Reference Guide

http://nmap.org/book/man.html
